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Remote SIM Card Replacement and Activation process 



Technical Field. 

The invention deals with replacement of data processing devices, each data 
processing device being attached' to" a respective a&oTjnt identifying a~ 
subscriber. The invention particularly applies . to SIM (Subscriber Identity 

5 Module) card replacement and the corresponding activation process of the new 
account. Remote SIM Card Replacement and Aeration process applies to the 
GSM {Gl.Cba1"§ystem for Mobile CommuhScatiwy WofidV where SIM plays ah 
Important role in identify the subscribers to the GSM network operator for 
services like voice communications, mobile services and mobile transactions. 

io In bur illustrated example, the account will be identified with a parameter called 
IMS! Vintemational Mobile" Subscriber Identify) known by skills jn i the art.. 
Neven$efess!'#>e Invention Is not limited to tfiiS example/afty other parameters 
identifying a subscriber account is part of the invention. 

• •• ,•<•>:>; -::Tvu; r^ii : ..i-..»- • •' - " ' .;>.'r.:frv. r 'fjp' m r ' ' 

is. PH6r Art. .-, . •;. -.v.-- .' ....>...<•.,'.. , c 

In the GSM environment, network operator purchases SIM cards from various 
SIM vendors In batch and need to provision atf the information (Card ID, 
Account intonation, etc) on the SIM card to their network 7 system as ; well as 
various; backend. systems before Activating the; : &fraooounft. For postpaid 

20 subscribers '(which the" subscribed settie' : their '^ili' atfef use by : meafcs of 
account ians^er, pay by cheque/etc), ^pSM^Ic&n^ cto#w1rten^tne 
subscribets "register their Information a^meVb^rator'*. pemt-of-sates. For 
prepaid subscribers (which the subscribers has. to. pay . in advance for the 
network-services), this activation has to be. done in advanced so that the card is 

25 already activated when the subscribers purchase' it from any. l^ributioh 
channel (operator's point-of-sales or authorized dealers). ' , . • . 

As hew services roll out by the network operators each time, and "when the^e 
sen/Tees required the change of the SIM caYdy o^eratorl need to eiti^-Send 
no the new SIM card to their postpaidl^bscripetatas the subscriber iflforrnation is 



registered), or ask them to go to their nearest point-of-sales to exchange for a 
new SIM card. For prepaid subscribers, they have to purchase a new SIM card 
from the distribution channels to replace the current SIM card. 

5 The process and the efficiency of the SIM replacement^ becomes a hassle 
when if 'comes to large amount of SIM cards need to be -replaced, aodfcreate, 
subscribers Inconvenience in most cases. The amount of backend processes 
involved in the postpaid has been automated as a standard operation at the 
point-of-sales level, but not applicable to most operators when performing a 

io remote (outside point-of-sales) card replacement! For the prepaid subscriber's 
SIM replacement, it is even impossible in most operators when ihe existing 
account information is unknown to the network operators. Therefore, it 
becomes a huge efforts and obstacles for the network operators to roll out new 
services i that require SIM card replacement 



is 



Moreover, as operators are under tremendous cost pressure, pre-activa^ng all 
prepaid accounts' is always an issue due to investment in network Equipment 
for pre-lo^d accounts storage before gctiVation. Most ! common hetwofk 
equipments Include the AuC (Authentication Center), and HLR (Homc 'llbcation 
20 Registry) whibh has only fixed capacity per system for* storing subscriber 
account information, will need to be increased as more arid more accbiihts are 
pre-loaded into these systems. , :i " \ '.'^JV 

Summary of the Invention, 

25 A remote S'lM replacement process is neciessary to be Tn. place to resolve the 
Sil^replacement (and perform activation after replacement) issue. Th6* process 
should ensure the proper security is h plac£ to avoid fraud, and iat th6 same 
time, should be foolproof without touch user" inconvenience and Inyblverrterits, 
The solution should also enable a remote SIM card activation after re^kcemeht 

30 which can help the operators to pfovide just-iri-time provisioning £iia ^ctWating 
of the accounts to the AuC, HLR and various backend systems. It can thus help 
the operators to better utilize the investment on the systems* capacity only 
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To this end, according to the invention, the new SIM fndudes 

J A Orie^tirrie parameter (IMSI/W) known from the rieiwork (Ht^iAuC), 
said orie-time parameter bfeing thb iottV^ ac6duhi - ,r 
5 - ^ev^ parartieters identifying a new account (IMSI/Ki) attached to a new 
" % data processing system/ : . ' 

According to the invention, the activation steps are the f ollowings: 

1) When the data processing system is switched one, the one-time IMSI/Ki 
io is used to logon the network; 



2) UDon successful logon to the 1 network, a program stored in the new SIM 
automatically sends ah activation' request for activating said , new 
account. 

15 Sothati wfthHne invention: 

-SIM swapping and activation is at the hand of end user. 
- the same bhe-time IMSI/Ki is used for a set of new cards. ' 

It will be easier to understand the invention pn reading 4he description below; 
sto given as'ah example and referring to the att^cn^ci'drav^ngs. , ■ \ • ; : 

In the drawings: ., . 

- Figure/1 is a view of a computer system in which the invention can be 

''applied; 

25 - iFigure 2 Is a conceptual view of the fiie structure, of the new SIM card, in 
" ' ip'tece to facilitate the remote »!replacement^nd activation; 

- Figure 3 is a view of the Information copied from the old SIM card into 

!r '«5 new SIM icard: . y** T'-.V'.V: . 

30 D etailed dgs cjfl BBSB of examples I llustrating the Invention 

'WSrSSSf ^©description, the same elements illustrated in the drawings have 
the same references. 
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Rgurel is a view of a system in which the invention can be applied. 
This system includes: 

- A old SIM card OCAR 

- A new SIM card NCAR 
5 - A SIM copy device 

- ■"■ A mobile phone MOB in whichyou can insert a SIM cafd ifl • " 

- The mobile communicates with a SMS center SMSC 

- SMS center SMSC communicates with A SIM data management SDM 
communicating with a plurality of entities able to manage the account 

10 attached to each SIM card. Management of a SIM card includes network 

authentication, mobile localization, etc. 

For each Sim' card, there are 2 basic elements oh the card In order for the 
network to 'identify the subscribers; there are the IMS I (International Mobile 
15 Subscriber identity) and the Ki (Authentication key): The IMS! Is serves as the 
account identifier whereas the Ki is used when the subscriber's mobile station 
(handsW|5h6hej Ss requesting to log on to the network; "there Is art ICCID (\C 
Card Identifier) on the card also in order for the operator to. act as the SIM card 
ID as ii serves as the serial number of the card is most cases. 

20 

The network authenticates the SIM card (identified by the tMSI value) based on 
the aiutneritication result generated by the Ki and the oh-card authentication 
algorithm;, for example the Comp128 aigonfhmV:to in the idiSM 
specif ibationi In order for the subscriber tb tog onto the network, the IMS! and 

25 Ki value must be preloaded onto the network's AuC . for a "successful 
authentication to be performed. If the IMSI and KI is not present in the AuC, the 
subscriber cannot logon to the network due to in-exists IMSI entry. This wiilbe 
the key in the replacement process that the IMS\', Ki pair of the card being 
replaced must be removed from the AuC followed by the replacement of the 

30 new iMSI. Ki value of the replacement (new) card. 

There are two part of the solution, 1) Remote SIM Card replacement and 2) 
Remote SIM activation. 
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There are. 3. components in the SIM Card replacement process, 

- 1) The old SIM card OCAR, : 

- -.2) The new SIM card NCAR, and : . . « . - =. : . 

- .'3J Any form of SIM copy. device: COP (hereafter refer as the SIM copy 

tfev^f Which can read ahd writer SIM data in abd otft from thS old and 
,:feito the new SIM (e.g. a software on with: a smart card reader 
• attached, , a customized hardware device to read and write onto the 

smart card). 
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The 

The NEW SIM Card NCAR contains the following information: 

- ' £\The new IMSI ,'tfl in ahiddeh file feady is be activated - . -V •>. 
t .i/ . |ry ^gh^tlrne" IMSlJ Ori£t/me Kl liTo^eV foV i^hew card iojj^the 
" !V/ r access to the network W'perto^'^n^n^'-^^on reqUesf V . j 

" . f '* " 3:' The ability to make phone 4 call jo pr^eflrted phone numbers' only 

feV •' -^j-.i£ii '.„aii'"Ji^ : f3i&l«rn^ A&riiint This <3n«-t!me ;',<■ 



Defore activation with the One-time account. This One-time 
{ "' : '' i t 'account will be described in detail in the next section. Usually, the 
predefined numbers will be the customer care oonter number in 
20 ■•' case for any query. ! "' ' ^'/ f s% . 

. . 4, A . small hidden application ^h . the ability to send out . an 
• . A^iv^on Request to . a 

■ ; by SMS, USSd Sfringi or' an*y.otl^ef%ean^ io ihf orm th^backerid 
, for such req'uasft when the user iniflate.ari''^^ in 
« * f orm of menu seiecttbri on^ 

i - ?; - - " • * - • - - - - 



30 



One-time account activatidn. 

* ' '• ... - . : . viva.! ': ;» ■■■< ' 

The SIM copy device COP hasMhe cap## : lo copy tfte* ; foftowlrig 
information from the OLD card to the NEW card: 

- The iCCID arid IMSI frorn the OLD card to the NEW card hidden flie 

- The Phonebook entries :^ s W't^6riff> the : .WfevV : ca>d 

■ . • . • • : • ; • j i ', • ;.•**-"• ■ * • ■ * 'i' ' "* 1 ? » !'"•-***- 

Phonebook file 
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- The Short Message Service (SMS) entries from the OLD card to the 
NEW card SMS file 

- And any other customized information from the OLD SIM to the 
NEW SIM 

5 The basic idea in remote card replacement is to use the SIM copy device COP 
to copy all OLD card information (IOCID, IMSI.. Phonebook^MS entries, etc) 
form the old card OGAR into the new SIM card NCAR so that the NEW SIM 
can send out. an Activation Request to the network with the Old Account 
information (OLD ICCID, OLD IMSI) and the NEW Account information (NEW 
10 ICCID, NEW IMSI). Since the SIM copy device C6P also copy the phonebook. 
SMS entries, etc to the NEW SIM, upon new card activation, the new SIM 
NCAR will preserve ail the old card information with the ! new services in placed. 
In our illustrated invention, after the NEW card NCAR sent out the Activation 
Request, another component at the 'network side namely "the SIM Data 
15 Mana^omeht System" SDM will process the Acttvaiort Request. The Sifci Data 
Management System SDM mainly serves 'toe^ollowinjj puVposes: v: " v ' 
1 . '''Receive Activation Request from the subscribers; ''" " ' ' ! 
"2. Deactivate the Old account based, on the information received .{Old 
jCiClD/Old IMSI) from the subscriber/the deacfiv^tibn will be doh^ on 
20 _ "the 1 AuC', 'HLR, or any other systems required; / 

3. Activation of the New account based on ihe information received (New 
ICCID, New IMS!) from the subscriber and provision to the AuC, HLR, or 
any other systems required. s 

With the SIM Data Management System in ' pjaded,. : it is not required to 
provision all the account information into various system before activation. The 
activation wili. be done in a" Just-in-time ( fashion which , can saves quite an 
amount of space on the AuC and MLR especially. 
30 ' : * '*"' : '.'"' 

The reason why a one-time IMSI/Ki is used instead of trie new IMS^KHs to 
ease the number of activated subscriptions. One advantage is that the SIM 
Data Management Server SDM can determine in which HLR/AuC the new 
IMSI/Ki resides at the time of activation. It allows better management of HLR 



subscription capacity. The one-time IMSI/Ki, as far as 1 understand, is shared 
with multiple cards. 

The purpose of the new card before activation Is to send the activation request. 
Thafs why every new card can use. the same number as long as the 
information" sent out from the new card tilCARcbhtainsIhe OlD card 'aUftSi and !.; 
NEW card (SCB) embedded IMSI for reference. 

After ali; this solution tries to minimize any user erroffinvdlvement by making 
usVof&D caro" information I when the NEW caro' is irisertje^ .into the handset 
afte/fefonTfafion transfer from the device or any terminatfreader. The followings 
describe in detail of what is being done In each of the components mentioned 
in the previous sections- . , : 

Ste p 1 : Subscriber Replace the Old SIM Card. " "* " \ [ ; . : '• .V . 

A subscriber purchase or receive a new.SiM card from tr>e"6perator or fromlfie 
operator's distribution channel. '" 

Thanks to the SIM copy device from the distributor or purchased/sent together 
with t^e neW'^iM card NC'AR, me.suWcr^r cari 'copy ^j.^ he e^ig ; ^Iso 
refer-to^^T) information from the existing (or ^ofdi ^M card ihe new 

SIM cafdNCAft. . . 

Figured g'lvis an exarnple of the neWSIM fife 'st«JcWe; in place to facifit^te 1 the 
remote replacement and activation. 

Figure 3 Is^ a View of a part of 1he ^ files stored in the old card OCAR and thene^v 
SIM. card NCAR. Oh the left of this figure, we have represented the old SIR/I file 
structWand oh the right the new SIM file structure (we have only represented 
tf^'re^^'ifl^ More particularly, on figjure' 3? cfrc^'l&icate -fr^^thfr 
information 'copied from the bid OCAR ihto the h6w SIM daird NCA^ The SIM 
coJ^^e^'^cbP wiir cbpy the 'following "iH3Hfiariin«rtiort ~¥ro«ir) old f IM ^ the 
new" SIM according to the location in the previous table. In our example, the 
Ohe^TlmellMSrand Kl is an existing account oh the network for aii the hew 
cards to logon to the network for Activation Request. The account shall not be 
able to/make any phone calls thartks to the network setup as weli'as on card 
FDN (Fixed Dialing Number) enabled for Customer Cafe center only. ^ 



Step 2: Subscriber Activates the New. SIM Card •: 

In our example, the subscriber will put the new SIM, card NCAR in the mobile 
device MB to start the first Activation Request: Upon Insertion of the -new SIM 
5 card NCAR, the SIM card and the Auto-Activation application will perform the 
following steps; * •* " . .*-?•'«?• -u-.y- . -. 

1. The new SIM Card NCAR will Authenticate with the network using the One* 
time IMSI and the response calculated from the One-time Authentication Key, 

10 Ki '.'.'*'''•■ 

2. Upon : succe&sful logon to the heWork, fh our illustrated example, the Auto- 
Activation application will send but a Activation' Request* to the SIM Data 
Management Server SDM connected' to the ^MS^/Thef' informatio^a (with 
encryption and' checksum)* includes for example 

15 - The Old icCID and the Old IMSI in the temporary file that is to be disabled; 
- The New ICCID and the New IMSI from the hidden file that is to be enabled; 
For security reason, old/new KI will'not sent out at any time by the applet; Only 
IMSI, ICCID wiil be sent. -.::..= a; : - ,; . 

3. Upon successful sending of the Activation-Request-SMS, in our illustrated 
to example, the Auto-Activation application will exchangaifie 0rte-Time : iMSt .and 

Oherfirne ki with the New IMSI, and NeW KHn jhe Hidden file to replace foe 
existing IMSl and Ki value. If then enables the ADN arid disables the :; F6Hl/ 

In our example. It will prompt the user to "Activation in Progress" and ask the 
25 usef to Switch off and on the phone! in some minutes. The new SIM. will Wait for 
the SIM Data Management System to activate the account, 

On me SIM Data ManagementSDM ^iWaa^niW^as followsV 
1. the' SIM Data Management SDM' received the Activation RequeW^ decrypt 
30 the information and check against the checksum fbi^ validity. It theWipoks up 
from.fhe other network repository the account irifbrmatldn in order tacfeactivate 
the account. 
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2. There are 2 approaches the network operator can take In regards to the Old 
account IMS1/KI deactivation and New account IMSI/Ki activation: 
A- Deactivate Old Account and Activa te New Account: 
. In this case, the old. account information/wiU not cany forward tothe new 
5 .. . .account -and the SIM Data M8Jiagement...sys'ten>. SDM slrh^„j§§.ue . 
: commands to various systems like. AuCj WLR, a Customer C^CCR.v 
Billing System B$. etc, to deactivate/remove the old account and 
activate/create the new account in the above systems 
B- chanoe Old Account and Carry F orward to New Account: 
10 In this case, the oitf account 'information will carry forward to the new 

eccbuht^ahd the SIM Data Management' System "SDM simply issue 
4bmm^^^to vario^ 

few : on ; e ;u and feplace the Old adcduntinfo^ HLR, aVc by toe 

./New'accdunt ,-.;", > : 'r -.. 

is 3. Adyantog'edtisfy, upon successful, deactivatibfi i b8 Account and a^vaition of 
the New Account, the SIM Data Management System sbM can "send for 
example ah optional SMS to confirm the activation \6 the subscriber. If the SMS < 
is successf ui^delivered to the handset within a pfedef ihed^eVibd, we can record 
it in the system a successful activation Has been cwried ou^ ..... * 

send^of- l #oSf' optiohai ; Confir^6n^M^ exception ':jm^\inQ 

pr«^''cife i 'be:'^fined;by : an ^A^^ 0!^^n^^r)dBnQ m&^iirp. to . 
the Cusfon&Care to investigate and take corrective measures on the recovery 
lure at-tfib backend. 
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Figure' V also gives a view of "the 'different '^^ySo^'Biiom couple with a 
respective number (1 to 6) indicate the direction, of each message.. The 
different Steps are: . . 

1 . Trie SIM copier COP copy the oid ICCiDy I^Si to^e.Wew Card. : : ' 
30 2. : NEW SIM card NCAR is inserted Into lo^on to^he hej^ork 

usTngihe One-time a/c. It then Send but the old and neW card in^rmatibh in 
s&£ yiton: subcessfui sending; 'New : W^^tttft/be overwritten to 
replace the existing One-time account waiting for activation. 



10 

3. The card . NCAR sends out the Activation Request y^h i . "Old ICCID/1MSI. 
New ICCID/IMSI 0 information to the backend using this One*Tlme a/a - 

4. A dedicated SMSC receives the Activation Request, and pass the request to 
SIM Data Management SDM. 

5. SIM Data Management system SDM process the request, fetch for the. 
corresponding account information from the Old and New ICCID/IMSI, and 
perform backend replacement/activation process. 

6. SIM Data Management system SDM. updates-various system, Including AuC 
for Card Activation. 
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CLAIMS 

1. Data processing device, In particular a smart card, including a 
5 microcontroller and being able to communicate with at least one. remote system 
(HLa AuC) distributed on a networfc,. slaid data processing, device ; and. said,,, 
remote system being able to store; parameters (IMSl/Ki) identifying a user 
account belonging to a subscriber, characterized In that said data processing 
device includes: 

10 -'.Mm one-time parameter (One-Time IMSI/Ki) being the active account 
attached to said device (NCAR) designed for a one-time use, 
- A permanent parameter identifying anaccount (new IMSI/Ki) attached to 
" said date process! device (I^CAR), safd permanent parameter being 

deactivated; ; ... ................... 

15 Said one-time arid permanent parameters being also stored ih said at least one 



20 
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remote system, • "• ' " " " ' _ , ... . . . _ ^ . ,. fV<v; .,„ ; . . 

And in that said' microcbhtolle^ for performing the following 



•.: t; 



steps: . ... ... , .. 

k> r When" said data processing device (NCAB) is switched on, the one-time 

param&eY (one-time * IMSI/Ki) is usee* feio^oVthe network; . _ , 
b) tl^onsuccessful logon to the ne^6^,ine one-time pa«meter^(one^time 
TMSI/Ki) is exchanged With the permanent parameter (new lM : $(/Kl} Said 
permanent parameter becoming the permanent active account instead 
. .of . the one-time parameter. V' 



2. Data plbcessing device according! to clarm t, chariclerized In thkt^ald' first 
device and said at least one remote system also store a parameter identifyin.g a 
curr^eni;ac : tlve adebunt (old IMSI/Ki) attached to a |ecbnjj data processing 
device (OCA^y to replace; and in that upon successful logon to the network, a 
30 program automatically stored in said first device (NCAR) sends an ac^tjon 
request for exchanging the IMSI/Ki from m© bid for tfie hew brie in saidat' least 
one remote system (HLR.AUC), the : current active, account (old IMSi/Ki) being 
deactivated. 
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3. Data processing device according to claim 2, characterized in that said 
activation request includes at least one old parameter (old IMSI) and/or at least 
one new parameter (new IMSI) for identifying the device (NCAR) requesting an 
account activation. 

4. Data processing device according to claim 1, characterized in that said one- 
time parameter (One-Time IMSl/Ki) .is the same for a set of data processing 
devices (NCAR) replacing a respective old data processing device (OCAR). 

5. Data processing device according to claim i, characterized in that the 
subscriber switches on said data processing device'lNdATij, . V 

6. Data processing device according tp claim 2, characterized in that, after 
receiving the activation request from said first device (NCAR), it sends 
commands to said at least one remote system for exchanging the current active 
account (old iMSI/Ki) corresponding to the second device Into the T new active 
acedtfrii (new IMSl/Ki) corresponding to the first devlce°(NCAR). "-**■'• 

7. Data processing device according to claims 1 or 2, characterized in that the 
logon step a) is performed in a centralized remote system (SDM), and in that, 
after receiving the activation request from said device (NCAR), said centralized 
remote system (SDM) sends commands to said at least one remote system tor 
exchanging the current active account (old IMSi/Kij corresponding .to;, the 
second device into the hew active account (new IMStfki) ! ccVresportdina'ld ihe 
firet device\; : ' ' ^' * ) 

8. Data processing device according to claim 1, characterized in that, step b) is 
performed in said device by mean of an'auto-a : ctivat^ 

after receiving a message from the network informing a successful log&riJ' ' 



Abstract 

Data processing system, in particular a. smart.carclf. IncjMding a rm<^cpntroller 
and being able to communicate with at least one remote system (HLR, AuC) 
5 distributed on a network, said data processing system and said remote system 
being able -io store parameters (IMSlTKi) Identifying a user account begging to- 
a subscriber, characterized in that said djata processing system includes- 

. A one-time parameter (One-Time IMSI/Ki) also stored on said at least 
one system (HLR, AuC), said one-time parameter being the active 
10 • ^-"account and designed for being used one time. 

. A permanent parameter identifying an account (new iMSI/Ki) ataehed tp 
Mid data processing system 1 (NCAR), said^ permanent parameter -being 

"deactivated, ..-u ■ .v • 

Said one-tirrie and permanent parameters being also stored in at least one 

15 remote system, ...,/.,. ...... ■*<>»-.. • 

And In' that said mlcrocontrolier is •programmed for performing the following 

steps: * ...... .. 

c) . When said data processing system (NCAR) is switched one, the one- 
Itlrne parameter (IMSI/Kij Is usied to \o^6t\ ^e n&\yN0tk; ^ ^ 

20 d) Upon successful logon to the netWork, a program dkcfeahge tf&gn^me 
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